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Abstract

FileTrust is a decentralized, secure file-sharing solution that lever-
ages blockchain, InterPlanetary File System(IPFS), and advanced crypto-
graphic technologies to provide privacy-focused, distributed data storage.
Unlike traditional cloud storage, FileTrust ensures that no single entity
has complete control over your data. Instead, files are split into encrypted
pieces and distributed across multiple nodes, making unauthorized access
nearly impossible. This approach enhances privacy, data availability, and
system resilience. FileTrust tokens incentivize participants, such as Vault
Keepers and Guardians, to provide storage and maintain security. This
white paper explores the motivations, architecture, technologies, use cases,
and economic model of FileTrust, showcasing how it differentiates itself
from existing file-sharing and storage solutions by offering a more secure,
private, and user-centric platform. By eliminating the risks associated
with centralized control, FileTrust aims to establish a trustless, transpar-
ent, and highly secure environment for managing sensitive data, catering
to industries like IoT, healthcare, and legal services.
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1 Introduction

The FileTrust project is designed to solve the critical challenges in secure file
storage and sharing. With a focus on privacy, resilience, and decentralization,
FileTrust leverages advanced technologies, including blockchain, IPFS[1], and
cryptographic methods, to create a unique and user-centric platform. This
section introduces the project’s overall aim, motivations, and the need for a
system like FileTrust to address gaps in traditional and existing decentralized
storage solutions.

1.1 Overview

The increasing reliance on digital storage has brought about significant con-
cerns over data privacy, security, and control. Centralized cloud storage services
dominate the market, but they come with risks related to data breaches, single
points of failure, and unauthorized access. The need for a decentralized, privacy-
focused storage system has never been greater. FileTrust aims to fill this gap
by utilizing blockchain for transparency and security, IPFS for distributed data
storage, and advanced cryptographic methods to ensure data privacy. By incen-
tivizing participation through FileTrust tokens, FileTrust creates an ecosystem
where all stakeholders benefit.

1.2 Motivation

Traditional cloud storage services, such as those offered by major tech com-
panies, face numerous challenges, including vulnerability to cyberattacks, data
privacy concerns, and centralized control over user data. Users often have no
choice but to trust these entities with their sensitive information, which can lead
to misuse, breaches, or service disruptions. The motivation behind FileTrust is
to address these shortcomings by providing a decentralized solution that em-
powers users with full control over their data. The system ensures that no cen-
tral authority can access or manipulate the data without user consent, thereby
mitigating risks related to data privacy and availability.

The growing popularity of blockchain technology and decentralized storage
protocols, such as Filecoin[12] and BitTorrent[9], demonstrates a clear demand
for more secure and transparent alternatives. However, these existing solutions
often lack the robust privacy features and user-centric control that FileTrust
aims to provide. By integrating multi-party computation (MPC), verifiable
secret sharing (VSS), and proxy re-encryption (PRE), FileTrust introduces an
extra layer of security that ensures user data remains private and protected,
even when stored across multiple nodes.

1.3 General Aim

The primary aim of FileTrust is to create a decentralized, secure, and transpar-
ent file-sharing and storage platform that prioritizes user privacy and control.
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The system is designed to cater to individuals and organizations that require
secure management of sensitive data, such as healthcare providers, legal profes-
sionals, and IoT networks. FileTrust employs cutting-edge technologies to split
files into encrypted pieces, distribute them across a global network of nodes
(Vault Keepers), and manage access using cryptographic keys and smart con-
tracts.

In addition to providing a secure file storage solution, FileTrust also aims
to incentivize participation through the use of FileTrust tokens. These tokens
reward Vault Keepers and Guardians for their contributions to the network, en-
suring that the system remains robust and resilient. By combining advanced se-
curity protocols, decentralization, and an innovative incentive model, FileTrust
seeks to redefine the way sensitive data is stored and shared in the digital age.

1.4 Objectives

To achieve its vision, FileTrust has established several key objectives:

• Develop a decentralized platform that eliminates the need for centralized
control over user data.

• Ensure data privacy through the use of cryptographic methods, such as
MPC, VSS, and PRE.

• Create a resilient storage system that distributes file pieces across multiple
nodes, reducing the risk of data loss or breaches.

• Incentivize participants through FileTrust tokens to maintain the net-
work’s security and reliability.

• Provide a user-friendly interface that allows individuals and organizations
to easily store, share, and manage their data securely.

2 Background

Before discussing state-of-the-art literature, it is important to outline the fun-
damental cryptographic techniques and technologies pertinent to our proposal.
These include Secret Sharing (SS), VSS, Information Dispersal Algorithm (IDA),
MPC, PRE, and the IPFS. Each technique is crucial for ensuring security, pri-
vacy, and data management efficiency within IoT environments.

2.1 Secret Sharing (SS)

Secret sharing involves distributing a secret or key across multiple participants,
where each receives a unique share. The secret can be reconstructed if a prede-
fined number of shares are combined; however, individual shares alone provide
no information. Typically, there is a dealer and n players involved. The dealer
distributes shares such that any group of m or more participants can collectively
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reconstruct the secret, while groups with fewer thanm participants cannot. This
approach, known as an (m,n)-threshold scheme, was developed by Blakley and
Shamir [15, 2].

• Secret Sharing (SS): A secret S is divided into n shares, allowing any
t out of n shares to reconstruct S. A polynomial f(x) of degree t − 1 is
used where:

f(x) = a0 + a1x+ a2x
2 + · · ·+ at−1x

t−1

with a0 = S.

• Share Generation: Each participant Pi receives a share si = f(xi),
where xi is a unique non-zero value assigned to each participant.

Secret sharing techniques ensure high levels of integrity, reliability, and con-
fidentiality, which is essential for securing sensitive information like encryption
keys and financial data. Shamir’s Secret Sharing (SSS) offers this confidentiality
and reliability but relies heavily on the trustworthiness of the dealer. For cases
where dealer trust is uncertain, VSS is introduced as a solution.

2.2 Verifiable Secret Sharing (VSS)

A verifiable secret sharing scheme enables participants to verify the integrity
of their shares. VSS ensures that if a dealer is malicious, there is still a well-
defined secret that participants can reconstruct. Introduced by Chor et al. [4], a
common VSS protocol by Feldman is based on Shamir’s scheme and includes ho-
momorphic encryption [8]. VSS incorporates mechanisms allowing participants
to validate share consistency, thus enhancing security.

• Public Commitment: The dealer publicly commits to the polynomial
coefficients by publishing commitments C0, C1, . . . , Ct−1, where Cj = gaj

for a generator g in a cyclic group.

• Share Verification: Each participant verifies their share si by checking:

gsi
?
=

t−1∏
j=0

C
xj
i

j

• Reconstruction: Any t participants can reconstruct S with Lagrange
interpolation:

S = f(0) =
∑
i∈I

siλi

where I is a subset of t participants, and λi are Lagrange coefficients.

FVSS proves efficient for environments requiring transaction efficiency and
is particularly useful in distributed systems [6, 5]. One limitation is the high
storage and computational cost for distributing secrets in large systems [3].
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2.3 Information Dispersal Algorithm (IDA)

Rabin’s IDA divides data across multiple locations, ensuring redundancy while
protecting against unauthorized access. IDA divides a file into n pieces, allowing
reconstruction from specific subsets of pieces.

• Message Splitting: A message M of size m is split into n pieces, each
m/k in size, with k being the threshold.

• Encoding: M is represented by a matrix M and encoded using a random
n× k encoding matrix E.

• Piece Generation: Each i-th piece Pi is generated as:

Pi = EiM

• Reconstruction: To reconstruct M , any k pieces are used with a k × k
submatrix of E.

IDA offers low storage and computational costs, making it suitable for large
files [14, 7].

2.4 Multi-Party Computation (MPC)

MPC enables multiple parties to jointly compute a function without revealing
their private inputs. In our project, FVSS is used within the MPC framework
to generate the secret key for encrypting CID.

• Secure Multiplication: A secure multiplication protocol computes x×y
without revealing the values.

[z] = [x]× [y]

• Secret Sharing of Inputs: Each party secret shares their input using
FVSS.

x = x1 + x2 + · · ·+ xn

FVSS facilitates efficient non-interactive verification, crucial for blockchain-
based applications [13, 10].

2.5 Proxy Re-Encryption (PRE)

Proxy Re-Encryption (PRE) allows a proxy to convert ciphertexts encrypted
under one key to another without revealing the plaintext. This feature is essen-
tial for secure data sharing in decentralized environments.

• Re-Encryption Key Generation: A re-encryption key rkk1→k2 allows
transformation between keys k1 and k2.

rkk1→k2 = f(k1, k2)
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• Ciphertext Transformation: The proxy transforms Ck1 into Ck2 for
the recipient.

This project employs Green and Ateniese’s Identity-Based PRE scheme for
efficient key management and secure data sharing [11].

2.6 InterPlanetary File System (IPFS)

IPFS is a peer-to-peer file system that connects devices using a unique identifier
called CID for each data piece.

• Content Identification (CID): Each file in IPFS is hashed to create a
unique CID.

CID = H(file content)

• File Chunking: Files are divided into 256 KB chunks.

• File Distribution and Retrieval: Each chunk is stored in the network
and retrieved using the CID.

3 FileTrust Overview

The FileTrust platform is a comprehensive solution for secure and decentral-
ized file storage and sharing, leveraging blockchain, IPFS, and advanced cryp-
tographic techniques to ensure data privacy, integrity, and availability. This
section provides an in-depth overview of the FileTrust system, including its
architecture, components, and the key features that distinguish it from other
solutions.

3.1 System Architecture

The architecture of FileTrust is designed to ensure scalability, privacy, and re-
silience. At its core, the system relies on a combination of blockchain technology,
IPFS, and cryptographic protocols. The blockchain is used to store metadata,
encryption keys, and access control policies, while IPFS is responsible for storing
the actual data fragments. The architecture also includes nodes that perform
various functions, including Vault Keepers, Guardians, and Users.
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Figure 1: FileTrust work flow

3.2 Key Components

The main components of the FileTrust platform include:

• Vault Keepers: These nodes are responsible for storing the encrypted
fragments of data. Vault Keepers receive incentives in the form of FileTrust
tokens for providing storage and ensuring data availability.

• Guardians: Guardians are responsible for managing cryptographic op-
erations, such as MPC and VSS, which ensure that data remains secure
without exposing any private keys or sensitive information.

• Users: Users interact with the FileTrust platform to store, retrieve, and
share data. They have full control over their data and can grant or revoke
access permissions as needed.
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• FileTrust Tokens: FileTrust tokens are used to incentivize participation
in the network. Both Vault Keepers and Guardians receive tokens for
their contributions, which helps maintain the security and reliability of
the platform.

3.3 Data Flow and Encryption

FileTrust uses a combination of cryptographic techniques to ensure data privacy
and security. When a user uploads a file, it is first fragmented using the IDA.
Each fragment is then encrypted, and the encrypted fragments are distributed
across multiple Vault Keepers. The metadata, including encryption keys and
access control policies, is stored on the blockchain, ensuring that no single entity
has complete control over the data.

Access to the stored data is managed using PRE. When a user requests
access to a file, the Guardians perform PRE to re-encrypt the encryption keys
for the requesting user without revealing the original keys. This ensures that
data sharing remains secure and that access control is managed efficiently.

3.4 Incentive Mechanism

The incentive mechanism in FileTrust is designed to encourage active partici-
pation in the network. Vault Keepers are rewarded with FileTrust tokens for
storing data and ensuring its availability, while Guardians are incentivized for
performing cryptographic operations that maintain data privacy and security.
This dual-incentive model ensures that all aspects of the platform are adequately
maintained, leading to a robust and resilient network.

3.4.1 Proof of Storage (for Vault Keepers)

Use a Proof of Storage model where Vault Keepers prove they hold data
fragments without revealing the data. This can be achieved using homomorphic
hashing or Merkle trees.

• Merkle Tree-Based Proof :

– Vault Keepers generate a Merkle Tree root Mroot for each stored file.

– To prove storage, they periodically reveal a random leaf hash and
provide a path in the Merkle tree to verify the root.

– Verification:

∗ The requester generates a hash functionH(data chunk) = hash leaf.

∗ Given the path from hash leaf to Mroot, the validator checks that
the hash matches Mroot.

– Mathematical Incentive: Vault Keepers passing p consecutive
proof challenges receive a reward Rk, adjusted by reputation, Rk =
Bk · (1 +w ·Repk), where Bk is the base reward, w is the reputation
weight, and Repk is the reputation score.
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3.4.2 Proof of Integrity (for Peer-to-Peer Verification)

The Proof of Integrity model ensures data authenticity during peer-to-peer
transfers, preventing nodes from injecting malicious code into file pieces. This
approach verifies each piece in real-time and connects integrity checks to node
reputation.

• Cryptographic Signature Verification:

– Each data piece Di is signed by the data owner, producing a crypto-
graphic signature σi.

– Upon receiving a piece Di during download, the requester verifies σi

using the data owner’s public key:

Verify(σi, Di,PKDO)

where PKDO is the public key of the data owner. The verification
ensures Di is untampered by confirming it matches the original sig-
nature.

• Real-Time Hash Comparison:

– Nodes store and provide each data pieceDi with its hash hi = H(Di),
generated with a secure hash function H.

– During download, the requester computes a new hash h′
i = H(Di)

for the received piece and checks it against hi:

h′
i

?
= hi

If h′
i does not match hi, the piece is flagged as compromised, and the

node’s reputation score is adjusted.

• Reputation and Penalty Adjustment:

– For each compromised piece, the node’s reputation score Repx is
penalized. Define δ as the penalty factor for failed integrity checks:

Rep′x = Repx − δ

where δ depends on the severity and frequency of integrity failures.
Repeated integrity breaches lower Repx, reducing the node’s likeli-
hood of future rewards.

– Nodes with consistently high integrity scores gain a reputation boost,
calculated as:

Rep′x = Repx + γ · success

where γ is the positive weight for each successful integrity verification.

• Incentive Structure for Verified Integrity:
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– Nodes that consistently provide verified data pieces receive an in-
tegrity reward Ri, scaled by reputation and the number of integrity
checks passed:

Ri = Bi · (1 + β · Repx)

where Bi is the base reward and β is the integrity incentive factor.

– Nodes failing integrity checks face potential slashing of rewards or
stake, proportional to failed attempts.

3.4.3 Proof of Computation (for Guardians)

For Guardians responsible for cryptographic operations (MPC, VSS, PRE), a
Proof of Computation can be used to validate their work, ensuring integrity
without revealing sensitive data.

• MPC Verification:

– Guardians jointly generate Secret Key through secure multiparty com-
putation.

– Each Guardian Gi submits a partial computation proof for verifica-
tion using homomorphic encryption or zero-knowledge proofs (ZKP)
to confirm their input without revealing it.

– Zero-Knowledge Proof of Correctness:

∗ Guardians prove they followed the correct cryptographic process
by providing ZKPs of the form ZK(x) : PK{x : MPC(x) = y},
where x is a private input and y the result.

∗ The reward for each Guardian Gi is calculated as Rg = Bg · (1+
v ·Repg), where Bg is the base reward, v the reputation weight,
and Repg the Guardian’s reputation score.

3.4.4 Proof of Speed (for Vault Keepers and Guardians)

The Proof of Speed model assesses the efficiency of data transfer by validating
upload and download speeds, ensuring that nodes can retrieve and serve file
fragments within a performance threshold.

• Upload Speed Verification:

– Nodes periodically upload sample data chunks of predetermined size
Dchunk to the system.

– The time taken to upload Dchunk is measured, and the upload speed
Uspeed is calculated as:

Uspeed =
Dchunk

Tupload
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– If Uspeed ≥ Umin, where Umin is the minimum acceptable speed, the
node passes the upload proof.

• Download Speed Verification:

– Nodes respond to download requests for file fragments, measuring
the time Tdownload taken to deliver the requested chunk Dchunk.

– The download speed Dspeed is calculated as:

Dspeed =
Dchunk

Tdownload

– Nodes passing a threshold Dspeed ≥ Dmin qualify for performance
rewards.

• Incentive Structure:

– Nodes achieving consistent speed benchmarks receive rewards scaled
by speed performance and reputation: Rs = Bs ·(1+γ ·Repx), where
Bs is the base reward, and γ is a speed incentive weight.

3.4.5 Reputation Scoring and Update Mechanism

Each node’s Reputation Score Repx (for Vault Keepers and Guardians) can
dynamically reflect their performance. This score could follow a weighted
moving average model to ensure stability and responsiveness to recent per-
formance.

• Reputation Calculation:

– Suppose Rep(t)x is the reputation of node x at time t, updated as:

Rep(t+1)
x = α ·Qx + (1− α) · Rep(t)x

where:

∗ Qx is the quality score of the node in the latest proof.

∗ α is a weighting factor (e.g., 0.7) balancing recent performance
and historical score.

– Quality Score Qx Components:

∗ Availability Ax: proportion of time the node was online.

∗ Reliability Rx: success rate in passing storage or computation
proofs.

∗ Latency Lx: average response time, normalized.

Then, Qx could be defined as:

Qx = λ1 ·Ax + λ2 ·Rx + λ3 ·
1

Lx

where λi are weights reflecting the importance of each factor.
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3.4.6 Challenge-Response Audits for Vault Keepers

In a challenge-response protocol, Vault Keepers periodically respond to ran-
dom file fragment challenges.

• Mathematical Formulation:

– Let P (xi, ft) represent the probability of Vault Keeper xi responding
correctly to a challenge ft at time t.

– Define P (xi) as the aggregate response rate over T trials:

P (xi) =
1

T

T∑
t=1

P (xi, ft)

– If P (xi) > Pmin, where Pmin is the threshold probability, the Vault
Keeper receives a reward. Failing the threshold leads to a penalty
reducing Repx.

3.4.7 Token Incentive Model with Staking and Slashing

To enforce commitment, nodes can stake tokens, and their rewards or penalties
can depend on the staked amount.

• Staking Function:

– For node x with a reputation Repx and stake Sx, the reward Rx is
adjusted by:

Rx = (1 + k · Sx

Smax
) ·Bx

where:

∗ k is a coefficient scaling the stake impact.

∗ Smax is the maximum possible stake, normalizing the reward.

• Slashing:

– If x fails audits or reputation falls below a threshold, a portion δ of
Sx can be slashed:

S′
x = Sx − δ · Sx

– This slashing provides a penalty and reinforces the reliability of Vault
Keepers and Guardians.
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3.5 Security and Privacy Features

FileTrust incorporates several advanced security and privacy features to protect
user data:

• Multi-Party Computation (MPC): Ensures that sensitive operations,
such as encryption key generation, are carried out securely without expos-
ing any individual input.

• Verifiable Secret Sharing (VSS): Distributes secrets among multiple
nodes, ensuring that no single node can reconstruct the secret without
reaching the threshold.

• Proxy Re-Encryption (PRE): Allows for secure sharing of data with-
out re-encrypting the entire dataset, providing efficient and dynamic access
control.

4 Technology Stack

The FileTrust platform leverages several key technologies to achieve its objec-
tives of secure, decentralized file sharing and storage. This section provides an
overview of the primary technologies and frameworks used in the system.

4.1 Blockchain Technology

FileTrust utilizes blockchain technology to store metadata, manage access con-
trol policies, and ensure transparency in data transactions. The blockchain
provides an immutable ledger that records all activities, enhancing the secu-
rity and auditability of the system. Smart contracts are employed to automate
processes such as access permission management, data sharing, and incentive
distribution.

4.2 InterPlanetary File System (IPFS)

The IPFS is used for decentralized file storage. Files are fragmented using the
IDA and stored across multiple IPFS nodes (Vault Keepers). IPFS ensures
high availability and efficient retrieval of file fragments, while also reducing
the reliance on centralized storage providers. The distributed nature of IPFS
enhances data redundancy and resilience.

4.3 Cryptographic Techniques

To ensure data privacy and security, FileTrust incorporates several advanced
cryptographic methods:

• Information Dispersal Algorithm (IDA): Files are split into multiple
fragments before being stored in IPFS. IDA ensures that even if some
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nodes become unavailable, the original file can still be reconstructed from
the available fragments.

• Multi-Party Computation (MPC): MPC is used to generate and man-
age encryption keys securely without revealing them to any individual
node. This enhances privacy in key management processes.

• Verifiable Secret Sharing (VSS): VSS ensures that secrets, such as
encryption keys, are shared among multiple nodes in a secure manner. No
single node can reconstruct the secret without the collaboration of other
nodes.

• Proxy Re-Encryption (PRE): PRE allows for secure data sharing by
enabling encrypted data to be re-encrypted without revealing the original
content. This facilitates dynamic access control and efficient data sharing.

4.4 Smart Contracts

Smart contracts are used to automate various operations within the FileTrust
platform. These include access management, FileTrust token distribution, and
the consensus processes required for adding or revoking members from different
groups (e.g., Vault Keepers and Guardians). Smart contracts provide trans-
parency, immutability, and efficiency, ensuring that all processes are executed
in a trustless environment.

4.5 FileTrust Tokens

FileTrust tokens are used to incentivize participation in the FileTrust network.
Both Vault Keepers and Guardians receive tokens for their contributions, which
helps maintain the network’s security and reliability. The token-based incentive
mechanism encourages active participation, thereby enhancing data availability
and the robustness of the platform.

4.6 Ethereum Blockchain

The Ethereum blockchain is utilized for storing metadata, smart contracts,
and token transactions. By leveraging Ethereum’s established infrastructure,
FileTrust benefits from a secure, well-supported blockchain network. The use of
Ethereum also facilitates the integration of FileTrust tokens and smart contracts
into the platform, providing a seamless experience for participants.

5 System Architecture

The architecture of the FileTrust platform is designed to provide scalability,
security, privacy, and resilience in data storage and sharing. The system con-
sists of multiple components that work together to ensure that data is securely
managed and available at all times. This section provides an overview of the
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architectural components and how they interact to achieve the system’s objec-
tives.

5.1 Overview of Components

The FileTrust architecture comprises several key components, each of which
plays a specific role in the secure storage and sharing of data. The main com-
ponents include:

• Data Owner (DO): The entity that owns the data and decides how it
should be shared and stored. The DO has full control over the data and
can grant or revoke access permissions.

• Vault Keepers: These nodes are responsible for storing encrypted data
fragments. They participate in the decentralized storage network and
are incentivized using FileTrust tokens to maintain data availability and
security.

• Guardians: Guardians perform cryptographic operations, such as MPC
and VSS, to ensure that data encryption and decryption processes are se-
cure. They also manage PRE operations to facilitate secure data sharing.

• Ethereum Blockchain: The blockchain stores metadata, access control
policies, smart contracts, and token transactions. It acts as an immutable
ledger that provides transparency and security to the platform.

• IPFS Nodes: These nodes store the fragmented data pieces generated
by the IDA. The distributed nature of IPFS ensures high availability and
resilience, allowing the data to be reconstructed even if some nodes are
unavailable.

• Users: Users interact with the FileTrust platform to request access to
data. Depending on their permissions, they can decrypt and reconstruct
data shared by the Data Owner.

5.2 Data Flow

The data flow in the FileTrust system can be summarized in the following steps:

1. Data Fragmentation and Encryption: When a Data Owner uploads a
file, it is first fragmented using the IDA. Each fragment is then encrypted
to ensure confidentiality before being distributed to multiple Vault Keep-
ers.

2. Storage in IPFS: The encrypted fragments are stored across different
IPFS nodes (Vault Keepers), ensuring data redundancy and resilience.
The corresponding CIDs for each fragment are stored in the blockchain.
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3. Key Generation and Sharing: Guardians perform MPC and VSS to
generate and manage the encryption keys required for data access. These
keys are securely shared among Guardians, ensuring that no single entity
has complete control over them.

4. Access Control and Sharing: When a user requests access to a file,
the Data Owner can grant access by using PRE. The Guardians perform
PRE to re-encrypt the encryption keys for the requesting user, allowing
them to decrypt the data fragments without revealing the original keys.

5. Data Retrieval and Reconstruction: The user retrieves the encrypted
data fragments from the IPFS nodes using the CIDs. Once the fragments
are retrieved, the user can decrypt and reconstruct the original file using
the provided keys.

5.3 Smart Contracts

Smart contracts are an integral part of the FileTrust architecture. They are used
to manage access permissions, token distribution, and consensus processes. By
automating these operations, smart contracts provide transparency and effi-
ciency while reducing the need for manual intervention. Key functions of smart
contracts in FileTrust include:

• Access Management: Smart contracts enforce access control policies
defined by the Data Owner, ensuring that only authorized users can access
specific data.

• Incentive Distribution: FileTrust tokens are distributed to Vault Keep-
ers and Guardians based on their contributions to the network. This in-
centivizes active participation and helps maintain the platform’s security
and availability.

• Membership Management: The consensus process for adding or revok-
ing members, such as Vault Keepers or Guardians, is managed through
smart contracts, ensuring that changes are transparent and agreed upon
by the network.

5.4 Security and Privacy Considerations

The architecture of FileTrust is designed with a strong focus on security and
privacy. Several mechanisms are in place to protect data throughout its lifecycle:

• Decentralized Storage: By storing data fragments across multiple IPFS
nodes, FileTrust eliminates the risks associated with a single point of
failure. Even if some nodes are compromised or become unavailable, the
data can still be reconstructed.
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• Encryption and Key Management: All data fragments are encrypted
before storage, and encryption keys are managed using MPC and VSS to
prevent unauthorized access.

• Proxy Re-Encryption (PRE): PRE allows data to be shared securely
without revealing the original encryption keys. This ensures that only
authorized users can access the data, even when it is being shared.

• Blockchain Transparency: The use of the Ethereum blockchain pro-
vides an immutable ledger that records all activities, including access re-
quests, permissions, and token transactions. This ensures accountability
and auditability, enhancing the overall security of the platform.

5.5 Scalability and Resilience

The FileTrust architecture is designed to be scalable and resilient, capable of
handling large volumes of data and a growing number of participants. Key
features that contribute to scalability and resilience include:

• InterPlanetary File System (IPFS): The use of IPFS allows FileTrust
to scale by adding more nodes to the network, thereby increasing storage
capacity and data availability.

• Dynamic Node Participation: Vault Keepers and Guardians can join
or leave the network dynamically, and the system can adapt to these
changes without affecting data availability or security.

• Token-Based Incentives: The incentive mechanism ensures that par-
ticipants are motivated to contribute resources to the network, helping
maintain a high level of service as the platform grows.

6 File Storage and Retrieval Process

The FileTrust platform provides a secure and efficient mechanism for storing and
retrieving files. This section outlines the step-by-step workflow for file dispersal,
storage, retrieval, and encryption.

6.1 Step-by-Step Workflow

The process of storing and retrieving files in the FileTrust system can be divided
into several key steps:

6.1.1 Step 1: File Dispersal and Encryption

When a DO uploads a file, it is first split into multiple fragments using the
IDA. Each fragment is then encrypted individually to ensure confidentiality.
This means that even if an unauthorized entity gains access to a fragment, it
cannot be reconstructed or understood without the encryption key.
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6.1.2 Step 2: Storage in IPFS

The encrypted fragments are stored across multiple IPFS nodes, which are man-
aged by Vault Keepers. Each fragment is assigned a unique CID, which serves
as a reference to locate the fragment within the distributed storage network.
The CIDs are stored on the Ethereum blockchain to ensure transparency and
immutability.

6.1.3 Step 3: Key Generation and Management

Guardians generate and manage the encryption keys required to access the
encrypted file fragments. Using MPC and VSS, Guardians ensure that no single
entity has complete control over the keys, providing a layer of security that
prevents unauthorized access to the entire key.

6.1.4 Step 4: Requesting Access

When a user requests access to a file, the Data Owner grants the necessary
permissions by leveraging PRE. Guardians perform the PRE operation to re-
encrypt the encryption keys for the specific requesting user. This ensures that
only the authorized user can decrypt the file fragments without revealing the
original keys.

6.1.5 Step 5: Retrieval from IPFS

The user retrieves the encrypted fragments from the IPFS nodes using the CIDs
stored on the blockchain. Since the data is distributed across multiple nodes,
the decentralized approach ensures high availability and resilience, even if some
nodes are temporarily unavailable.

6.1.6 Step 6: Decryption and File Reconstruction

Once the user has retrieved all the encrypted fragments, they use the re-encrypted
keys provided by the Guardians to decrypt the fragments. After decryption,
the original file is reconstructed using the IDA. The successful retrieval and
reconstruction of the file confirm that the system maintains data integrity and
privacy.

6.2 Encryption and Security

• Information Dispersal Algorithm (IDA): IDA is used to split files
into fragments, ensuring that the original file cannot be reconstructed
without a sufficient number of fragments. This adds a layer of redundancy
and security.

• Encryption of Fragments: Each fragment is encrypted before being
stored in IPFS. This ensures that even if an individual fragment is ac-

21



cessed by an unauthorized entity, it cannot be understood without the
appropriate encryption key.

• Proxy Re-Encryption (PRE): PRE allows encrypted data to be re-
encrypted for a different user without exposing the original plaintext or
encryption keys. This is crucial for maintaining data privacy while allow-
ing authorized users to access data.

• Key Management with MPC and VSS: The use of MPC and VSS
ensures that no single entity has complete control over the encryption keys.
This enhances the security of the key management process and prevents
unauthorized access.

6.3 Advantages Storage and Retrieval Process

• Decentralization: By using IPFS, the FileTrust platform avoids the
risks associated with centralized storage solutions, such as a single point
of failure or potential data breaches.

• Enhanced Security: The combination of IDA, encryption, and advanced
cryptographic techniques ensures that data remains secure throughout the
storage and retrieval process.

• High Availability: The distributed nature of IPFS ensures that data is
always available, even if some nodes are temporarily offline.

• User Control: Data Owners maintain full control over who can access
their data, and PRE ensures that data sharing is both secure and efficient.

7 Incentive Mechanism

The FileTrust platform uses a token-based incentive mechanism to encourage
active participation by Vault Keepers and Guardians, ensuring the network’s
security, reliability, and scalability. This section describes the role of FileTrust
tokens, the reward structure, and the smart contract logic that governs the
incentives.

7.1 FileTrust Tokens

FileTrust tokens are the primary currency used to incentivize participants in the
FileTrust network. The tokens are used for various purposes, such as rewarding
Vault Keepers for providing storage and Guardians for managing cryptographic
operations. FileTrust tokens serve as a means to:

• Reward Vault Keepers for storing data fragments and ensuring data avail-
ability.
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• Reward Guardians for performing cryptographic tasks, such as MPC, VSS,
and PRE.

• Allow users to pay for storage, data retrieval, and data sharing services
on the FileTrust platform.

7.2 Rewards and Participation for Vault Keepers and Guardians

• Vault Keepers: Vault Keepers are rewarded with FileTrust tokens based
on their contributions to the network, which include storing encrypted file
fragments and ensuring data availability. The reward mechanism takes
into consideration the amount of storage provided, the duration of storage,
and the availability of data.

• Guardians: Guardians are rewarded for performing cryptographic oper-
ations that are crucial to maintaining the security of the network. These
operations include generating encryption keys through MPC, managing
VSS, and executing PRE for data sharing. Rewards are distributed based
on the number of cryptographic tasks performed and the level of partici-
pation in securing the platform.

The incentive mechanism is designed to ensure that all participants are mo-
tivated to contribute to the network’s success, which in turn enhances data
security, privacy, and availability.

7.3 Smart Contract Logic for Incentives

Smart contracts play a crucial role in automating the distribution of incentives
within the FileTrust platform. These contracts are deployed on the Ethereum
blockchain and are responsible for ensuring transparency, security, and efficiency
in the reward distribution process. Key aspects of the smart contract logic
include:

• Automatic Reward Distribution: Smart contracts automatically dis-
tribute FileTrust tokens to Vault Keepers and Guardians based on their
contributions to the network. The reward calculation is done in a trans-
parent manner, with all transactions recorded on the blockchain.

• Penalty Mechanism: To ensure reliability, a penalty mechanism is in
place for participants who fail to meet their obligations. For instance,
Vault Keepers who do not maintain data availability or Guardians who
fail to perform cryptographic tasks may face penalties, which are also
enforced through smart contracts.

• Consensus-Based Membership: The addition or removal of Vault
Keepers and Guardians is managed through a consensus process governed
by smart contracts. This ensures that only trustworthy participants are
allowed to join the network, maintaining the integrity of the platform.
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The use of smart contracts ensures that all incentives are distributed fairly
and transparently, with no need for intermediaries. This trustless mechanism
aligns the interests of all participants and contributes to the overall security and
resilience of the FileTrust platform.

8 Security Considerations

The FileTrust platform is built with a strong emphasis on security to ensure
data privacy, resilience, and protection against unauthorized access. This sec-
tion discusses the key security considerations that underpin the design of the
FileTrust system.

8.1 Data Privacy

Data privacy is one of the core principles of the FileTrust platform. To achieve
robust data privacy, the system employs several advanced cryptographic tech-
niques:

• Encryption of Data Fragments: All file fragments are encrypted before
being stored in IPFS. This ensures that even if a malicious actor gains
access to individual fragments, they cannot reconstruct or understand the
data without the encryption keys.

• Proxy Re-Encryption (PRE): PRE allows encrypted data to be se-
curely shared with authorized users without revealing the original encryp-
tion keys. This ensures that data privacy is maintained even during the
sharing process, allowing only the intended recipient to decrypt the data.

• Access Control via Smart Contracts: Access control policies are en-
forced through smart contracts deployed on the blockchain. These con-
tracts ensure that only authorized users can access specific data fragments,
adding an additional layer of privacy.

8.2 Resilience and Redundancy

The decentralized architecture of FileTrust ensures that the platform is resilient
and capable of handling node failures without compromising data availability:

• Information Dispersal Algorithm (IDA): The use of IDA allows files
to be split into multiple fragments, which are then distributed across differ-
ent IPFS nodes. Even if some nodes become unavailable, the original file
can still be reconstructed from the available fragments. This redundancy
ensures that data is not lost due to node failures or other disruptions.

• Distributed Storage in IPFS: By storing data across multiple IPFS
nodes, FileTrust eliminates the risks associated with a single point of
failure. The distributed nature of IPFS ensures high data availability and
resilience, even in the face of network disruptions or hardware failures.
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• Dynamic Node Participation: Vault Keepers and Guardians can join
or leave the network dynamically, and the system adapts to these changes
without affecting data availability or security. This flexibility contributes
to the overall resilience of the platform.

8.3 Multi-Party Computation for Secret Key

The use of MPC for managing the Secret Key is a critical security feature of
the FileTrust platform. MPC ensures that no single entity has complete control
over the encryption key, enhancing the security of the key management process:

• Collaborative Key Generation: Guardians collaboratively generate
the Secret Key using MPC, ensuring that the key is never fully revealed to
any single participant. This approach mitigates the risk of key compromise
and ensures that the encryption process is secure.

• Verifiable Secret Sharing (VSS): VSS is used in conjunction with
MPC to distribute shares of the Secret Key among multiple Guardians. A
threshold number of shares is required to reconstruct the key, which means
that no individual Guardian can misuse the key without the collaboration
of others. This adds an extra layer of security to the key management
process.

• Secure Key Usage: The Secret Key is used to encrypt the IDs of file
fragments before storing them on the blockchain. This ensures that even
if the blockchain is publicly accessible, the actual locations of the data
fragments remain protected and confidential.

The combination of MPC and VSS ensures that the Secret Key remains
secure throughout its lifecycle, preventing unauthorized access and ensuring
that the encryption and decryption processes are performed in a secure and
privacy-preserving manner.

9 Economic Model

The FileTrust platform utilizes a comprehensive tokenomics model to incentivize
participants and ensure the economic sustainability of the network. This section
describes the tokenomics of FileTrust tokens, their distribution, and their utility
within the platform.

9.1 Tokenomics

FileTrust tokens are the native cryptocurrency used within the FileTrust ecosys-
tem. They serve as a medium of exchange and a means to incentivize partic-
ipants, including Vault Keepers, Guardians, and other stakeholders. The key
aspects of FileTrust tokenomics include:
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• Supply: The total supply of FileTrust tokens is fixed to ensure scarcity
and create long-term value. A predefined number of tokens are minted
during the initial token generation event (TGE).

• Utility: FileTrust tokens are used for various purposes, including paying
for data storage, rewarding participants, and staking to gain voting rights
within the platform’s governance.

• Burn Mechanism: A portion of the transaction fees collected from stor-
age and retrieval activities is burned, reducing the overall token supply
over time and creating deflationary pressure to increase the value of the
tokens.

9.2 Token Distribution and Utility

The distribution of FileTrust tokens is designed to ensure that all stakeholders
in the FileTrust ecosystem are incentivized fairly. The key components of the
token distribution are as follows:

9.2.1 Initial Distribution

• Guardians, Vault Keepers & Ecosystem (66%): The majority of
tokens are allocated to incentivize network participants such as Vault
Keepers and Guardians who provide decentralized storage, perform se-
cure cryptographic operations, and contribute to the ecosystem’s growth
and resilience.

• Development Contributors (15%): Tokens reserved for developers
actively building and maintaining the FileTrust platform, rewarding long-
term commitment and innovation.

• Public Sale (ICO/IDO) (5%): Allocated for public investors during
initial coin offerings to fund the early stages of the project and promote
wider adoption.

• Airdrop & Bounty Campaign (5%): Distributed to community mem-
bers and early supporters through airdrops, marketing bounties, and other
incentivized participation methods.

• ElectraSI Foundation (5%): Reserved for the ElectraSI Foundation
to support long-term research, development, and ecosystem growth initia-
tives.

• Future Airdrops (2%): Set aside for future community growth and
promotional campaigns to boost adoption.

• Advisors (2%): Allocated to strategic advisors contributing to the project’s
direction, governance, and network growth.
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9.2.2 Utility of FileTrust Tokens

FileTrust tokens play a critical role in the functioning of the FileTrust platform.
Their utility includes:

• Storage and Retrieval Fees: Users pay FileTrust tokens to store and
retrieve data on the platform. The fees collected are distributed among
the Vault Keepers and Guardians as rewards for their contributions.

• Incentives for Participation: Vault Keepers and Guardians receive
FileTrust tokens as incentives for storing data, managing encryption keys,
and ensuring data security and availability. The incentives are distributed
based on the level of participation and the value of services provided.

• Staking and Governance: Token holders can stake their FileTrust to-
kens to participate in the governance of the platform. Stakers gain voting
rights and can propose or vote on changes to the platform, such as updates
to the incentive mechanism or modifications to the system architecture.

• Marketplace Transactions: FileTrust tokens can be used within the
FileTrust marketplace for additional services, such as enhanced data pri-
vacy options, increased storage capacity, and access to premium features.

The economic model of FileTrust is designed to create a sustainable and self-
reinforcing ecosystem, where participants are rewarded for their contributions,
and the value of FileTrust tokens is linked to the growth and success of the
platform.

10 Governance Model

The governance model of FileTrust is designed to ensure that decisions are made
transparently and collaboratively, involving all key stakeholders. This section
discusses the consensus-based membership mechanism, as well as the roles of
Guardians and Users in the governance of the platform.

10.1 Consensus-Based Membership

FileTrust utilizes a consensus-based membership process for adding or revoking
participants such as Vault Keepers and Guardians. This approach ensures that
the network remains secure and that only trustworthy participants are allowed
to join. The consensus mechanism includes:

• Membership Proposal: Potential members, such as Vault Keepers or
Guardians, must submit a proposal to join the network. This proposal
may include identity verification and other credentials that demonstrate
the applicant’s reliability.
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• Voting Process: Existing members, including Guardians and token hold-
ers, can vote on the proposal. A certain threshold of votes is required for
the proposal to be approved, ensuring that new members are accepted
based on community consensus.

• Revocation of Membership: If a member is found to be acting ma-
liciously or failing to meet their obligations, their membership can be
revoked through a similar voting process. This ensures that the network
remains secure and that all participants are held accountable.

10.2 Role of Guardians and Users in the System

• Guardians: Guardians play a crucial role in maintaining the security and
integrity of the FileTrust platform. Their responsibilities include manag-
ing cryptographic operations, such as MPC, VSS, and PRE. Guardians
also participate in the governance process by voting on membership pro-
posals, system upgrades, and changes to the platform’s policies. Their
role is essential in ensuring that data remains secure and that the plat-
form operates in a decentralized manner.

• Users: Users of the FileTrust platform include Data Owners and indi-
viduals or organizations that request access to stored data. Users have
the ability to participate in the governance process by staking FileTrust
tokens, which grants them voting rights. This allows users to have a
say in decisions that affect the platform, such as changes to the incen-
tive mechanism or updates to the system architecture. By involving users
in the governance process, FileTrust ensures that the platform remains
user-centric and responsive to the needs of its community.

The governance model of FileTrust is designed to be transparent, decentral-
ized, and inclusive, allowing all stakeholders to participate in decision-making
processes. This collaborative approach ensures that the platform remains se-
cure, resilient, and aligned with the interests of its users and participants.

11 Advantages over Competitors

FileTrust offers several key advantages over existing decentralized storage and
file-sharing solutions, such as Filecoin, BitTorrent, and other similar systems.
This section provides a detailed comparison of FileTrust’s unique features and
the benefits it offers over its competitors.

11.1 Existing Solutions

Filecoin and BitTorrent are two prominent decentralized storage solutions that
address some of the limitations of centralized storage. Filecoin utilizes a blockchain-
based incentive mechanism to encourage users to provide storage space, while
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BitTorrent focuses on peer-to-peer file sharing with its BitTorrent Token (BTT)
as an incentive.

Filecoin relies on a proof mechanism called Proof-of-Storage, which involves
two main components: Proof-of-Replication (PoRep) and Proof-of-Spacetime
(PoSt). PoRep ensures that the data has been replicated into a unique physical
storage, while PoSt verifies that the storage provider continues to dedicate stor-
age to that data over time. While effective in maintaining data integrity and
incentivizing storage, Filecoin’s primary focus is on cost-effective storage and
availability rather than end-to-end privacy. Users must take additional steps to
encrypt their data before storing it on the network, which can be cumbersome
and relies on user diligence for maintaining privacy.

BitTorrent, on the other hand, leverages the efficiency of peer-to-peer (P2P)
technology to distribute large files across a network of participants. The in-
troduction of BitTorrent Token (BTT) was intended to incentivize users to
continue seeding files and contributing bandwidth. However, BitTorrent lacks
robust encryption for data privacy, and file availability depends heavily on user
participation. This makes BitTorrent more suitable for public or non-sensitive
data rather than confidential information. Additionally, there is no mechanism
for fine-grained access control, meaning anyone with access to a file can poten-
tially share it without restrictions.

11.2 Addressing the Gaps

FileTrust differentiates itself from existing solutions by introducing advanced
privacy-preserving techniques, such as MPC, VSS, and PRE. Unlike Filecoin and
BitTorrent, FileTrust ensures that data is encrypted, fragmented, and stored
across nodes in such a way that ensures confidentiality, integrity, and privacy
throughout the entire process.

One of the main limitations of existing decentralized storage solutions is their
reliance on user-managed encryption for privacy. FileTrust addresses this gap
by incorporating MPC and VSS, which together ensure that data encryption
and decryption processes are carried out securely and collaboratively, without
exposing private keys or sensitive information to any individual party. This
approach makes data management seamless and highly secure, allowing users
to store confidential information without concerns about unauthorized access.

FileTrust also uses PRE as a solution to the challenges related to access
control and data sharing. PRE allows data owners to grant and revoke access
permissions without re-encrypting the entire dataset, making it more efficient
for managing dynamic access control. This feature is particularly important
for industries such as healthcare and legal services, where access to sensitive
information needs to be controlled in real time while maintaining compliance
with strict privacy regulations.

Moreover, FileTrust incentivizes participation through the use of FileTrust
tokens, ensuring that both Vault Keepers and Guardians are rewarded for their
roles in storing, securing, and managing the data. Unlike Filecoin, where incen-
tives are focused primarily on storage provision, FileTrust rewards nodes not
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only for storage but also for their active participation in security protocols, such
as MPC and VSS. This multi-faceted incentive mechanism enhances the overall
robustness and security of the network.

In contrast to BitTorrent, where data availability is highly dependent on user
participation, FileTrust’s design ensures redundancy and resilience by leveraging
IDA and VSS. This means that even if some nodes become unavailable or fail, the
system can still reconstruct the file from the available pieces, providing higher
reliability and reducing the risk of data loss. Additionally, the integration of
MPC and PRE guarantees that data sharing remains secure, with fine-grained
access control that is efficient and scalable for real-world applications.

By combining these advanced cryptographic and distributed storage tech-
niques, FileTrust addresses the inherent gaps in existing decentralized storage
systems, providing a secure, privacy-focused, and user-friendly solution for man-
aging sensitive data. The unique combination of incentives, security protocols,
and privacy guarantees sets FileTrust apart as a leading solution for decentral-
ized file storage and sharing.

11.3 Comparison with Filecoin

Filecoin is a decentralized storage network that incentivizes users to provide
storage space using a blockchain-based proof mechanism. While Filecoin offers
a cost-effective storage solution, it has some limitations compared to FileTrust:

• Privacy and Security: Filecoin relies on users to encrypt their data be-
fore storing it, which can be cumbersome and relies on user diligence. In
contrast, FileTrust uses built-in encryption and advanced cryptographic
techniques, such as MPC and VSS, to ensure end-to-end privacy and se-
curity without burdening users with complex encryption processes.

• Proxy Re-Encryption (PRE): FileTrust uses PRE to facilitate secure
data sharing without revealing the original encryption keys. This feature
provides dynamic access control, allowing Data Owners to grant and re-
voke access efficiently. Filecoin lacks a similar mechanism for dynamic,
fine-grained access control.

• User-Centric Governance: FileTrust’s governance model allows users
and stakeholders to participate in decision-making processes through stak-
ing FileTrust tokens, giving them a say in platform updates and policies.
Filecoin, on the other hand, has a more centralized decision-making pro-
cess driven primarily by the core development team.

11.4 Comparison with BitTorrent

BitTorrent is a popular peer-to-peer (P2P) file-sharing protocol that uses the
BitTorrent Token (BTT) as an incentive for users to share files. However,
FileTrust offers several advantages over BitTorrent:
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• Data Privacy: BitTorrent is primarily designed for public file sharing and
lacks robust encryption mechanisms to ensure data privacy. FileTrust, on
the other hand, is designed for secure, private data storage and sharing,
making it suitable for sensitive information that requires strong privacy
protections.

• Resilience and Redundancy: FileTrust uses the IDA to split files into
multiple fragments and store them across different IPFS nodes. This en-
sures that even if some nodes become unavailable, the data can still be
reconstructed. BitTorrent’s availability relies heavily on user participa-
tion, and if seeders leave, the availability of the file is compromised.

• Access Control: BitTorrent lacks any form of access control, meaning
that once a file is shared, anyone can access it. FileTrust uses smart
contracts and PRE to enforce access control policies, ensuring that only
authorized users can access specific data fragments.

11.5 Advantages over Other Systems

In addition to Filecoin and BitTorrent, FileTrust also offers advantages over
other decentralized storage and sharing solutions:

• Integrated Incentive Mechanism: FileTrust’s economic model is de-
signed to incentivize all participants, including Vault Keepers and Guardians,
for their contributions. FileTrust tokens are used for storage, retrieval, and
staking, creating a self-sustaining ecosystem. Many other systems lack a
comprehensive incentive mechanism that rewards both storage providers
and security maintainers.

• MPC for Key Management: FileTrust uses MPC for generating and
managing encryption keys, ensuring that no single participant has full
control over the keys. This enhances the security of key management,
which is often a weak point in other decentralized systems.

• Decentralized Governance: FileTrust’s consensus-based membership
and governance model ensure that all stakeholders, including users, Vault
Keepers, and Guardians, have a say in decision-making processes. This
decentralized governance model contrasts with other systems that rely on
more centralized control, leading to a more transparent and community-
driven platform.

• Suitability for Sensitive Data: FileTrust is specifically designed to
handle sensitive data, such as healthcare records, legal documents, and
confidential enterprise information. Its combination of encryption, PRE,
and decentralized storage makes it a suitable solution for industries that
require stringent data privacy and security standards.

The unique combination of advanced cryptographic techniques, a robust in-
centive mechanism, and decentralized governance gives FileTrust a competitive
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edge over existing decentralized storage and file-sharing solutions. By address-
ing the limitations of other systems, FileTrust provides a secure, user-centric,
and privacy-focused platform for managing sensitive data.

12 Conclusion

12.1 Vision and Future of FileTrust

FileTrust is on a mission to revolutionize the way data is stored and shared,
placing a strong emphasis on privacy, security, and decentralization. By lever-
aging cutting-edge technologies, such as blockchain, IPFS, and advanced cryp-
tographic techniques, FileTrust aims to provide individuals and organizations
with full control over their sensitive data while ensuring resilience and avail-
ability. The long-term vision is to establish FileTrust as a leading solution for
secure data management, catering to various industries such as healthcare, legal
services, and IoT, where data privacy and integrity are of utmost importance.

As FileTrust continues to evolve, the focus will be on expanding the plat-
form’s capabilities, enhancing the user experience, and fostering a vibrant com-
munity of participants, including Vault Keepers, Guardians, and users. Future
plans include expanding the token ecosystem, establishing new partnerships, and
continuously improving the platform’s security features. FileTrust is committed
to building a decentralized, user-centric ecosystem that empowers individuals
and businesses to manage their data securely and efficiently.

12.2 Key Takeaways

• Privacy and Security: FileTrust provides end-to-end data privacy and
security using encryption, MPC, VSS, and PRE.

• Decentralized Storage: By utilizing IPFS and the IDA, FileTrust en-
sures data resilience, redundancy, and availability without relying on cen-
tralized entities.

• Incentive Mechanism: FileTrust tokens are used to incentivize Vault
Keepers and Guardians, ensuring active participation and the continued
security of the platform.

• User-Centric Governance: The governance model allows stakeholders,
including users, Vault Keepers, and Guardians, to participate in decision-
making processes through staking and voting, ensuring transparency and
community-driven development.

• Real-World Use Cases: FileTrust is well-suited for industries that re-
quire secure and privacy-focused data management, including healthcare,
legal services, IoT, and enterprise file sharing.
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FileTrust’s unique combination of decentralized storage, advanced crypto-
graphic security, and a robust incentive model positions it as a groundbreaking
solution in the field of secure data management. As the platform continues to
grow, FileTrust remains committed to its core values of privacy, security, and
user empowerment.
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